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IIpaBuia
OLICHKH Bpe/a, KOTOPbIH MOKeT ObITh NPUYMHEH Cy0beKTaM MePCOHAJbHBIX JAHHBIX
B ciIyyae HapyuleHHs1 TpeOoBaHuUil M0 00padoTKe U o0ecnevyeHNI0 0€30NMACHOCTH
NepPCOHATbHBIX JAHHBIX

1. O0mue nos10KeHU

1.1. Hacrosmme IlpaBuna oueHKH Bpeda, KOTOPBIA MOXET OBITh NPUYHHEH CyOBEKTam
MEPCOHANBHBIX JIAaHHBIX B CiIy4yae HapylleHus TpeOoBaHuii 1Mo o00paboTKe U OOEeCHeueHHUto
0€30MacHOCTH TEPCOHANBHBIX JNaHHBIX (nanee - [IpaBuia) ompenensitoT MOPSAOK OLICHKU BpEna,
KOTOPBIi MOET OBITh MPUYMHEH CYObEKTaM MEPCOHANBHBIX JAaHHBIX B CiIy4ae HapyIICHUS
®epnepanpHoro 3akona ot 27 utong 2006 rona Ne 152-03 «O mepcoHanbHBIX AaHHBIX» (Jaynee -
3aKOH), U OTPakalOT COOTHOILIEHHE YKAa3aHHOTO BO3MOXHOTO Bpena u mpuHuMaeMmbix MBJIOY
L[PP-n/c Ne 78 «Ansie mapyca» r.CtaBponoss (nanee — Onepatop) Mep, HallpaBI€HHBIX Ha 00eCIIeueHHE
BBIIIOJTHCHUA 06H3aHHOCTeﬁ, npeaAyCMOTPCHHBIX 3aKOHOM.

1.2.  Hacrossmme IlpaBunma  pa3paboTaHbl B COOTBETCTBUU C  JICUCTBYIOIINM
3aKOHOAATeNsCTBOM Poccuiickoit denepannu B 0061acTH 00pabOTKH U 3alUTHI MEPCOHAIBHBIX
JTAaHHBIX.

2. OcHOBHbIE NOHATHA

2.1. B Hactosimux [IpaBuiax UCOIb3yIOTCS OCHOBHBIE TTIOHSTHS:

2.1.1. Undopmamms - cBeneHus (COOOLIeHMs, JaHHbIE) HE3aBUCUMO OT (OpMBI UX
NIPEICTAaBIICHHUS;

2.1.2. be3onacHocTh MHGOPMAIIUU - COCTOSIHHE 3AIIUIIEHHOCTH MH(OpMaIuK, Ipu KOTOPOM
obecrieueHbl ee KOH(MUIEHIIUATEHOCTD, IOCTYITHOCTD U 1I€TOCTHOCTD;

2.1.3. KoHduaeHuManbHOCTh HMHOpPMAIMK - 00sA3aTelNbHOE Ui BBIIOJIHEHUS JIUIOM,
MOJIyYMBIIUM JIOCTYll K ONpEJeIeHHON uHpopManuy, TpeOOBaHWE HE IepelaBaTh TaKylo
UH(OPMALIMIO TPETHUM JIHIIaM 0e3 coryacus ee o0agaress;

2.1.4. LenoctHocTh MHGOpPMAIUU - COCTOSIHME HMH(OpMalLMH, NP KOTOPOM OTCYTCTBYET
moboe ee M3MEHEeHHE MO0 HW3MEHEHHE OCYILECTBIISETCS TOJBKO IMPEIHAMEPEHHO CyOBEKTaMH,
MMEIOUIMMHU NPaBO HAa TaKOE U3MEHEHMUE;

2.1.5. JoctynHocTh MH(MOpMAIMK - COCTOSHUE MH(pOpManMu (pecypcoB MHPOPMALMOHHOM
CUCTEMBI), MpPH KOTOPOM CYOBEKTHl, MMEIOIIME IpaBa JOCTyNa, MOTYT pealn30BaTh HX
OecnpensTCTBEHHO;

2.1.6. YOBITKH - pacXxo/ibl, KOTOpPBIE JTUI0, YbE MPABO HAPYIIEHO, ITOHECIIO WM JTOJKHO OyjeT
IIOHECTU [yl BOCCTaHOBJIEHUS HApYyIIEHHOI'O IIPaBa, yTPaThl MW IOBPEXKIECHUS €ro MMYIIECTBa
(peanpHBIN ymep0), a Tak)Ke HEMOIYYEHHBIX TOXOJO0B, KOTOPBIE 3TO JIMIIO TMOJIYyYHUs0 OblI TpH
OOBIYHBIX YCIOBUAX IPAXKAAHCKOTO 000pOTa, €ciiu Obl €ro npaBo He ObLIO HAPYIIEHO;

2.1.7. MopanpHblii Bpen - (U3MYECKHE WIM HPABCTBEHHbIE CTPa/JaHus, NpPUUYUHSIEMbIE
JeHCTBUSAMH, HAPYLIAIOIIUMHE JINYHbIE HEMMYIIIECTBEHHBIE TIPaBa IrpakJaHIHA OO0 MOCATAIOLUIIMU
Ha NIpUHAJJIEKAIINE I'paXJaHUHY Apyrue HeMmarepuayibHble Onara, a Takke B JPYTHX CllydasX,




IIPEyCMOTPEHHBIX 3aKOHOM;

2.1.8. OreHKa BO3MOYKHOIO Bpefa - OIpPENEICHUE YPOBHS Bpela Ha OCHOBAaHMM ydeTa
NPUYMHEHHBIX YOBITKOB M MOPAJIBbHOTO BpeAa, HAPYLICHUsT KOH(DHUICHINATBHOCTH, IETOCTHOCTH U
JOCTYITHOCTH TIEPCOHANBHBIX JaHHBIX.

3. MeToauka olleHKH BO3MOKHOI0 Bpeaa cCy0beKTaM NMepPCOHAJIbHBIX JaHHBIX

3.1. Bpen cyOBbeKTy NmepCOHANbHBIX JAaHHBIX BO3HHKAET B PE3yJbTaTe HEMPABOMEPHOTO WU
CIIy4aifHOrO JOCTyIlla K IEepPCOHAJbHBIM JAaHHBIM, YHHUYTOXKEHHSA, H3MEHEHHs, OJIOKHPOBAHMUSA,
KOIMPOBAHUS, NPEIOCTABICHHS, PACIPOCTPAHEHHS] MEPCOHAIBHBIX MAHHBIX, a TAaKKE OT MHBIX
HEIPABOMEPHBIX JIEHCTBUI B OTHOIICHUHU NEPCOHATBHBIX JAHHbIX.

3.2. [lepeuncieHHbIE HETIPAaBOMEPHBIE IEHCTBHSI OMPEICIIAIOTCS KaK CIEAYIOUINE HapyIICHUs
06e30macHOCTH MH(GOPMAIIHIH:

3.2.1. HempaBomepHOE MpeAoCTaBICHHE, PACIPOCTPAHEHHUE U KOMUPOBAHUE MEPCOHAIBHBIX
JTAHHBIX SIBJISIFOTCS HAPYIIEHUEM KOH(PHUIEHIIUAIBHOCTH MEPCOHATIBHBIX TaHHBIX;

3.2.2. HempaBoMepHOE YHHYTOXKEHHE M OJOKUPOBAHWE TEPCOHAIBHBIX TaHHBIX SBISCTCS
HapyILIEHUEM JOCTYTHOCTH MEePCOHATBHBIX JTaHHBIX;

3.2.3. HenpaBoMepHO€ H3MEHEHHE NEPCOHAIBHBIX JIAHHBIX SBJIAETCS HApPYLIEHUEM
[EJIOCTHOCTH NEPCOHANIBHBIX JaHHBIX;

3.2.4. Hapymienue npaBa cyObekTa TpeOOBaTh OT OnepaTopa yTOYHEHHUS €r0 MEePCOHATbHBIX
JAHHBIX, UX OJOKMPOBAHUS WM YHUUYTOKEHUE SIBIISIETCSA HAPYIICHUEM LEI0CTHOCTU HH(POpMAIny;

3.2.5. Hapymenue npaBa cyObeKTa Ha MOJIy4eHHe WH(OPMAIINH, Kacaromeicst o00paboTKu ero
MEPCOHAIBHBIX JTaHHBIX, SABIISETCS HAPYIICHUEM JOCTYITHOCTH MEPCOHATBHBIX TaHHBIX;

3.2.6. OOpaboTka TEpCOHANBHBIX [AHHBIX, BBIXOASAIIAS 32 pPAaMKHA YCTAaHOBJICHHBIX U
3aKOHHBIX 11eJ1ei 00paboTKH, B 00beMe 00JIbIle HEOOXOJUMOTO IS TIOCTHXKEHHUSI YCTAHOBJICHHBIX U
3aKOHHBIX IIeJICH U JOJbIIEe YCTAHOBICHHBIX CPOKOB SIBJISIETCSl HApYIIEHHEM KOH(PHICHINATBHOCTH
MEPCOHAIBHBIX JTaHHBIX;

3.2.7. HenpaBomepHOE TMOJyYE€HHE MEPCOHAIBHBIX IaHHBIX OT JIMIA, HE SBIISIOLIETOCS
CyOBEKTOM MEePCOHATbHBIX JAHHBIX, SBISAETCA HapylIeHHMEM KOH(HUICHINAIbHOCTH MEPCOHAIBHBIX
TTAHHBIX;

3.2.8. IlpunsTHe peueHus, MOPOKIAIOIIEro IOPUANYECKHE TIOCIEACTBUS B OTHOILICHUU
CyObeKTa MepCOHATBHBIX JaHHBIX WJIM WHBIM 00pa3oM 3aTparvBarollfe €ro MpaBa U 3aKOHHBIC
MHTEpEChl, HA OCHOBAHWU HCKJIIOUYUTEIHHO aBTOMATH3MPOBAHHOM 0OpabOTKH €ro MmepcoHaIbHbBIX
JMaHHBIX 0e3 corjacus Ha TO B INUCHBMEHHOH (opMe CyObeKTa MepCOHATbHBIX TaHHBIX WIN
HENpeayCMOTpEeHHOE (elepaldbHbIMI 3aKOHAMH, SIBJISIETCS HapylLIeHHeM KOH(UIEHIUAIbHOCTH
NIEPCOHAIBHBIX JTaHHBIX.

3.3. CyOBexTy nepcoHalbHBIX JAHHBIX MOXET ObITh MPUYMHEH BpPe B hopMme:

3.3.1. YOBITKOB - pacxo/0B, KOTOPBIE JIUIIO, Yb€ MPABO HAPYIICHO, MOHECIO WU JOJIKHO
OyZeT TOHEeCTH MJisi BOCCTAHOBJIGHUS HApyIIEHHOTO IIpaBa, yTpaThl WM TOBPEXKIEHUS €ro
UMYIECTBa (peasibHbIN yiiep0), a TaKKe HEMOMYyUEHHBIX JI0X0/10B, KOTOPbIE 3TO JHUIIO0 MOIYYHIO OBl
py OOBIYHBIX YCIOBUAX IPAaXIaHCKOTo 000poTa, eciau Obl €ro MpaBo He ObLI0 HApYIIEHO;

3.3.2. MopanbHOoro Bpena - (pU3MYECKUX WM HPABCTBEHHBIX CTpaJaHUi, MPUUMHSIEMBIX
JeMCTBUSAMH, HAPYLIAIOIUMH JIMYHbIE HEMMYIIIECTBEHHBIE IIPaBa IpakJaHIUHA OO0 MOCATAIOIIMMHU
Ha TpUHAJICKAIINE TPaXIaHWHY ApPYrHe HeMaTepualbHbIe Onara, a TakkKe B JPYTHUX CIIydasX,
IPEIYyCMOTPEHHBIX 3aKOHOM.

3.4. B omenke Bo3MOkHOTO Bpema OmepaTop HCXOAUT M3 CIEAYIOIIETO CIocoba ydera
MOCJIEICTBHI JOMYIIEHHOTO HApYIIEHUs! TPUHIIUIIOB 00pabOTKH MMEPCOHATBHBIX JaHHBIX:

3.4.1. Huskuii ypoBE€Hp BO3MOXHOI'O Bpe€Na - TMOCIEACTBUSA HAPYLICHUS IPUHLUIIOB
00pabOTKM MEPCOHATBHBIX JAHHBIX BKIIOYAIOT TOJBKO HApYLIEHHE IEJIOCTHOCTH MEPCOHATBHBIX
JAHHBIX, TN0O TOJIEKO HAPYIICHNE TOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3.4.2. CpenHuil ypoBEHb BO3MOXKHOTO Bpela - IOCIEJACTBUS HApyLIEHWs IPUHLUIIOB
00pabOTKH TEPCOHATBHBIX JaHHBIX BKIOYAIOT TOJBKO HAPYIICHHWE IEIOCTHOCTH TNEPCOHATBHBIX
JAHHBIX, TOBJEKIIee YOBITKM M MOpaJbHBI Bpea, JUOO TOJBKO HApyILIEHHWE JOCTYMHOCTH
NIEPCOHANBHBIX JaHHBIX, TOBJEKIIee YOBITKM W MOPANBHBIA Bpea, OO TONBKO HapyIIeHHE
KOH(HICHIIMATHHOCTH MEPCOHATBHBIX JAHHBIX;

3.4.3. Beicokuii ypoBEHb BO3MOYXKHOT'O BPEZA - BO BCEX OCTAJIBHBIX CIIydasiX.



0053aHHOCTEH,

4. Ilopsinok npoBeieHUs1 OLEHKH BO3MOKHOI'O BpeJia, a TAK/Ke COOTHECEeHUsI BO3MOKHOT0
Bpeaa u peanu3yembix OnepaTopoM mMep
4.1. OueHka BO3MOXHOI0 Bpega CyObEKTaM IE€PCOHAIbHBIX JAHHBIX OCYILECTBISETCS, B
COOTBETCTBUM C METOAMKOW, OMMcaHHOW B pasjene 3 Hacrosmux IlpaBui, u Ha OCHOBaHUU
AKCIIEPTHBIX 3HAUEHUH, IpUBeACHHbIX B [Ipuiioxxenun 1.
4.2. CocraB peanusyeMblx OnepaTopoM Mep, HallPaBJICHHBIX Ha 00ECIEUYEHUE BBITOJHEHMS

IIPElyCMOTPEHHBIX  3aKOHOM,

onpezensercs

JIAIOM,

OTBCTCTBCHHBIM 34

OpraHu3anuro O6pa6OTKI/I INEpCOHANIBHBIX AdaHHBIX, HCXOOsA M3 IIPaBOMCPHOCTH H paSYMHOﬁ
AO0CTAaTOYHOCTH YKa3aHHBIX MCP.

Ouenka Bpena,

[Tpunoxxenue 1

KOTOPBIii MOkKeT ObITh IPUYUHEH CY0ObEKTAM NEePCOHATbHBIX JAHHBIX,
a TaK’Ke COOTHeceHHe BO3MOKHOI0 Bpela M peajn3yembix OnepaTopom mep

Bo3moxkHbIe HapyLieHHE

IIpunumaemsle MEPBI 110

HECAHKIIMOHUPOBAHHOI'O JJOCTYIIA K
MNEPCOHAJIbHBIM JAHHBIM U
IIPUHATUE HCO6XO)II/IMI)IX MEp,

IlemocTHOCTH
HoctynHocTb
KonduaeHmansHOCTD

TpeboBanus denepanrbHOTO 3aK0HA YposeHb
N "0 " 6e3omacHocTH HH(OPMALIUH 00ecIeueHHIO BBIOJTHEHHS
[EPCOHANBHBIX TaHHBIX", . BO3MO’KHOTO .
I Y IPUYMHEHHBIN CyOBEKTY o0s3aHHOCTEH oneparopa
KOTOPBIE MOTYT OBITh HAPYIIICHBI Bpena
Bpex MePCOHATBHBIX JaHHBIX
1 [Topsinok u ycnoBus IpUMEHEHUS VobITKH ¥ MOpaibHbIid Bpen | CpenHuit B cooTtBeTcTBHM C
OpraHU3aIMOHHBIX U TexHH4eckux | LlemoctHocTh 3aKOHOAATEIHLCTBOM B
Mep 1o 00eCTIeYeHUTO HocrtynHocTh 001aCTH 3aIUThI
0e30MaCHOCTH TIEPCOHANBHBIX Kon¢duueHnmansHOCTD nndopmanuu u
JAHHBIX TIPH X 00paboTke, ITonoxenuem mno
HEOOXOIUMBIX IS BRITIOJTHEHUS obecrieueHrEM
TpeOOBaHMUI K 3amuTe Oe3omacHOCTH
MEPCOHANBHBIX JaHHBIX, MEPCOHAIBHBIX JaHHBIX
WCTIOJTHEHHE KOTOPBIX obpabartrsiBaembix B UCIT/IH
o0ecreynBaeT yCTaHOBJICHHBIE
YPOBHH 3alUIIEHHOCTH
MIEPCOHAIIBHBIX JAHHBIX.
2 ITops ok 1 yciioBust IpUMEHEHHUS Vo6siTKE ¥ MOpasbHbIi Bpen | CpenHuii B cooTBercTBUM C
CPEICTB 3alIUTH HHPOPMALIUH. LenoctHocTh TEXHUYECKON
HocrynHocTtb JIOKyMEHTallied Ha CUCTEMY
KonduaeHnmansHOCTD sammtel UCTTIH
3 D ekTHBHOCTH MPUHUMAEMBIX YObITKH ¥ MOpaJIbHBIH Bpex | Beicokmit [IpoBenenue npoBepku
Mep 110 oOecTieueHHIo LemocTHOCTH 3¢ PEKTHBHOCTH MEp 3aIIUTHI
0e30IMaCHOCTH TIEPCOHANBHBIX HocrynHocTth UCIIIx
JTAaHHBIX JI0 BBOAA B 3KciuTyaTanuio | KorduaeHnmansHOCTD
HHPOPMAMOHHONW CHCTEMBI
MEPCOHAIBbHBIX TaHHBIX.
4 CoctosiHME yuyeTa MallluHHBIX VYObITKH 1 MOpasbHbI Bpey | Huskuii WucTpykuus no yuery
HOCHTEJIEN IEPCOHANIBHBIX JaHHbIX. | LlenocTHOCTD MAIlIMHHBIX HOCUTEJIEeH
HocrynHocTh nHpOpMaIMn
KonduaeHmamsHOCTh
5 CobmnroeHue mpaBuil JOCTyTIA K YOBITKY 11 MOpaJIBHEIHN Bpex | Beicokwmit B cootBeTcTBHU C
HNEePCOHAIBHBIM JAHHBIM; IenoctHOCTB TIPUHATHIMU
JocTynHocTh OpraHU3alIOHHBIMY MEpaMHU
KonpunaennmansHOCTD U B COOTBETCTBUH C
CUCTEMOM pa3rpaHU4eHHUs
JOCTyTa
6 Hamuuue (otcyTcTBue) hakToB YobiTkH 1 MOpanbHbIi Bpen | CpenHuit MOHUTOPUHT CPEACTB

3aIUTHl HHPOPMAIUY Ha
Hanuue (GakToB JOCTyna K
11/1n
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MeponpHsTHs 10 BOCCTAHOBIICHHIO
MIEPCOHAIBHBIX JaHHBIX,
MOIU(HUIMPOBAHHBIX WITH
YHHYTOXXCHHBIX BCIICICTBUE
HECAHKIIMOHUPOBAHHOT'O JIOCTyMa K
HUM;

YOBITKH 1 MOPAJTEHBIH BpeT
IlemocTHOCTD

HoctynHocTh
KonduneHmansHOCTD

Huskni

[Ipumenenue pe3epBHOTO
KOITMPOBAHHUS




HpI/IHHMaCMbIe MEpHI 110

KonduaeHmansHOCTh

Bo3morxHbIe HapyleHe
TpebdoBanus PeepanbHOro 3aKOHa YpoBeHs
N " " 0e30macHOCTH UH(POPMAIIHU 00€CIIEeYEHHIO BLIOJHEHHUS
O nepcoHanbHBIX JIaHHBIX", N BO3MOKHOTO .
I Y IPUYMHEHHBIN CyOBEKTY 00s13aHHOCTEH omneparopa
KOTOpBIE MOTYT OBITh HAapyIIECHBI Bpena
Bpel TIEPCOHATIBHBIX JTAHHBIX

8 Ocy1iecTBIeHNUE MEPONIPHUITUI IO YObITKM ¥ MOpalbHbI Bpen | Huskmi Opranuzanus pexumMa
00€eCIeueHHIO IEJIOCTHOCTH IenocTHOCTH JIOCTYIa K TEXHUYECKUM U
MePCOHAIBHBIX JJAHHBIX. HocrtynHocTb MPOTPaMMHBIM CPEJICTBAM
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